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‘‘Passion provides purpose, but data drives decision’’ – Andy 
Dunn

‘‘The answer to today’s most important scientific, business 
and social problems lie in data’’ – Gurjeet Singh

The global economy has become a knowledge and data 
economy – Anonymous 



Having data is important to a 

business but securing the data is 

vital to the business

“DATA IS THE NEW GOLD”



"Data privacy has become something that is not just for the lawyers anymore. At

LinkedIn we call it a culture of privacy because it's not just the lawyers'

responsibility, our job is to help interpret the laws, but it's really the

responsibility of everybody at the company. As a data-driven company

[LinkedIn], that's an important thing for every employee to understand and get a

sense of. So a lot of the work that we do here at LinkedIn is to make sure

everyone feels that culture of privacy and that they are aware of the

responsibilities we have.“

Kalinda Raina, Head of Global Privacy, Sr. Director, LinkedIn



Introduction to the Fourth 
Industrial Revolution



The 4th Industrial Revolution (4IR) is 

characterized by a fusion of 

technologies, blurring the lines between 

the physical, digital and biological 

spheres. The 4IR has made possible the 

connection of billions of people through 

mobile devices, and huge advances in 

technology.

The 4th Industrial Revolution – Advances in Technology



1st Generation Mobile Technology 

1G was launched by Nippon Telegraph and Telephone (NTT) in 

Tokyo in 1979. By 1984 it was available across the whole of 

Japan. 

1G had numerous challenges, including -

Calls were 

not 

encrypted
Holders of radio scanners 

could drop in on a call

Poor 

sound 

quality 

No roaming between 

different operators 

1st Generation



2nd Generation Mobile Technology 

 Launched in Finland in 1991;

 Launched under the GSM

standards;

 Calls could be encrypted;

3rd Generation Mobile Technology 

 Launched by NTT DoCoMo in 2001;

 Users could access data from anywhere in the world and International roaming;

 Increased capacity for data transfer, resulting in video streaming, Voice over IP (e.g.,

Skype).

 Enabled SMS and MMS;

 Better security.

2nd and 3rd Generations



 4G Technology 

 It was developed in 

Stockholm, Sweden and 

Oslo, Norway. 

 4G is more secure than 

using public Wi-Fi.

 However, ‘Man in the 

Middle Attack’ (MITM) is 

still possible in 4G 

connections.  

 5G is an emerging global

wireless standard after 1G, 2G,

3G, and 4G networks;

 5G differs from 4G in speed,

range, latency, device energy

consumption;

 5G has been designed with an

extended capacity to enable

next-generation users to

experience and empower new

deployment models and deliver

new services as well.

 5G enables a new kind of

network that is designed to

connect virtually everyone and

everything together including

machines, objects, and

devices;

 5G has a unified, more capable

air interface;

 Experts believe that it has the

potential to solve many of the

connectivity issues faced in a

range of industries.

4th and 5th Generations



Artificial Intelligence

“Data is the new oil”. Artificial intelligence 

(AI) Is the simulation of human intelligence 

by machines. AI is driven by the availability 

and refinement of huge amounts of data, 

and algorithms used to predict user 

behavior to the benefit of corporations. AI 

has become important in our society today, 

championing the innovation of self-driving 

cars, speech-recognition etc.

The Internet of Things (IoT)

IoT is an interconnected network of 

digital machines, objects or people with 

the ability to transfer data over a 

network without requiring human-to-

human or human-to-computer 

interactions.

Robotics

Robotics which is an off-shoot of AI, is 

a branch of engineering that involves 

the conception and design of robots. It 

is through AI and machine learning 

that robots are programmed to 

function. Today, we have robots used 

to perform repetitive tasks used by 

companies such as Amazon, etc.

The 4th Industrial Revolution – Advances in Technology



The increasing use of technology coupled with the data of 

users which fuels this technology means that data is now a 

valuable asset to be protected. 

The need to protect data gave rise to the regulation of how 

data is collected, stored and used by not just big tech, but 

all companies that use data.



Fundamentals of Data Protection 
under the NDPR & GDPR



What is Personal Data, Data Protection and Data Privacy?

• Personal data” means any information relating to an identified or
identifiable natural person.

Personal Data can be anything from -

the full names (including mother’s maiden name), gender, date of
birth, residential address, nationality, state of origin, occupation,
contact details and other personal information

• Data protection means the action and activities dealing with data

security against unauthorised access.

• Data privacy relates to the body of laws and regulation concerning

the use of personal data, its collection, storage or usage.



Who Owns the Personal Data?

Generally, the data subject owns the data and the data 
controller (company) has possession of the data. 



History and Evolution of Data Protection & Privacy under the NDPR & GDPR

1890 - Samuel D. Warren and Louis Brandeis published a paper on the ‘‘Right to Privacy’’. This 

began to draw attention to the need to protect personal data.

1948 - the United Nation Universal Declaration of Human Rights (UNDHR) introduced the right to 

privacy as a universal right. 

1950 - the EU Convention on Human Rights followed after the UNDHR – Article 8 – Right to 

Respect for Private and Family Life. 

1973 – Sweden passed its Data Protection Law on 11 May 1973, becoming the first country to 

regulate the use of computer to process and store personal data. 

1980 – OECD issued its Guidelines on Data Protection which became a very powerful soft law that 

raised awareness on privacy and data protection issues. 



1981 – the EU followed OECD by issuing its EU Data Protection Convention 1981 (Treaty 108). 

1983 - The Federal Constitutional Court of Germany issued the Census judgement on Data 

Protection. 

1984 – the UK Parliament Enacted the UK Data Protection Act 1984, domesticating the Treaty 108. 

1993 – PC Brown Case, a UK Police Officer granted a friend access to the Police National 

Computer in order to assist with debt recovery. There was no evidence to establish that personal 

data was disclosed because the information was simply shown on the screen. The officer was 

charged and convicted at the court of 1st instance. On appeal it was overturned on the grounds that 

the data was not used but merely viewed.  

History and Evolution of Data Protection & Privacy under the NDPR & GDPR



1995 – as a result of the gaps in the PC Brown Case and the growth in mobile technology, the 

internet and connectivity, the EU Data Protection Directive 1995 was issued. It expanded the scope 

of the definition of data processing and introduced new concept to data management like – consent, 

processing etc. 

2003 – the EU Privacy and Electronic Communications Regulations. These Regulations applied 

strictly to electronic communications. It also addressed the use of email addresses and mobile 

numbers for marketing purpose. 

2016 – the General Data Protection Regulation (GDPR) was introduced and became effective on 

25th May 2018. 

2019 – Nigeria Introduced its own Data Protection Regulation. The Nigerian Data Protection 

Regulation 2019 (NDPR) was an inspiration from the GDPR. 

History and Evolution of Data Protection & Privacy under the NDPR & GDPR



Lawful Processing of Data – For processing to be lawful it must be on at least one of the following grounds:

Consent

Contractual Obligation

Legal/ Regulatory  Obligation

Vital Interest

Public Interest

The GDPR has a 6th basis which allows 

data processing for the legitimate 

interest of the controller or third party. 

With this, Data controllers can use  data 

if it is necessary for their legitimate 

interest or that of a third party. 

This seems to be a basis that will 

promote economic activities



 The GDPR and NDPR Contains certain principles that are key to data protection and privacy. These 

principles requires that data must be collected and processed in the following manner: 

S/N GDPR PRINCIPLES NDPR PRINCIPLES 

1. Lawfulness, Fairness and Transparency Legitimate, Lawful and with Consent. – Art 

2.1(1)(a) NDPR

Further processing can only be done for 

archiving purpose which is in public interest, 

scientific or historical research purpose. 

The Governing Principles of Data Protection and Privacy 



S/N GDPR PRINCIPLES NDPR PRINCIPLES 

2. Purpose Limitation – the purpose must be 

specific, explicit and legitimate

Further processing can only be done for archiving 

purpose which is in public interest, scientific or 

historical research purpose. 

Specific Purpose – Article 3.1(7)(c) NDPR

3. Data Minimization  - adequate, relevant and 

limited to what is necessary

Storage & Security - Art. 2.1(d) NDPR. Stored 

only for reasonably period. Secured against 

foreseeable hazard and breach. What is 

foreseeable? 

The Governing Principles of Data Protection and Privacy 



S/N GDPR PRINCIPLES NDPR PRINCIPLES 

4. Accuracy – data collected and processed must be 

accurate and kept up to date. Inaccurate data must 

be erased.

Data Minimization: Data Controllers are 

expected to collect the minimum required data 

and avoid unnecessary surplusage. 

5. Storage Limitation – can only be stored for as 

long as it is necessary. 

Duty of Care - is owed to the Data Subject by the 

Data Controller or Processor 

The Governing Principles of Data Protection and Privacy 



S/N GDPR PRINCIPLES NDPR PRINCIPLES 

6. Integrity and Confidentiality – appropriate data 

security must be in place. 

Accountability/Accuracy – any person 

entrusted with personal data must be 

accountable for actions and in-actions.

7. Accountability – data controller is accountable for 

and must demonstrate compliance with 1 – 6 

above. 

Confidentiality, Integrity and Availability: 

Article 3 generally enumerates the rights of the 

data subject.

The Governing Principles of Data Protection and Privacy 



The key rights of data subjects are: 

Right to Information Right to Access Right to Rectification
Right to Withdraw 

Consent

Right to Object
Right to Object to 

Automated 

Processing

Right to be 

Forgotten

Right of Data 

Portability

Rights of Data Subjects



Bimbo Alimi is a licenced nurse and she works with Friendlies Specialist Hospital.

She is a specialist in neurology and treats patients that have bipolar disorder,

manic depression and partial mental lapses. Most of the patients she attends to

are VIPs, politicians and business leaders.

Shortly before the commencement of her leave, she decided to transfer some of

the medical records of her patients to her personal computer at home, so that she

can assist them during her leave, if called upon by the Hospital. She saved the

information in a flash drive, which she left in her pocket. On her way home, her car

broke down and she boarded a public bus, where she sat beside Lanre an

investigative journalist. In the course of alighting, the flash drive fell on the floor.

Lanre later found it and took it home. Curious about its content but afraid that it

may have a virus that could damage his new laptop or it may be encrypted, he

decided to use his old laptop to access the flash.

Scenario on Data Protection



Upon inserting the flash drive in his laptop, he realized that it was not encrypted

and that he had full access to all its files. He also realized that the flash contained

sensitive medical information in respect of top politicians that were contesting in

the forthcoming General Elections.

While studying the information, he got a prompting from his expired anti – virus

that there was a malware on his system. Before then, the malware had stolen the

entire files and Lanre did not realize it.

Two days later and just one day to the General Elections, the medical condition

and records of top aspirants, VIPs and business leaders began to trend on social

media and shortly after, conventional media also began to carry the story.

These patients are embarrassed, the hospital is also embarrassed but it is unable

to trace the movement of files and the activities that could have led to this

incidence.

Scenario on Data Protection



Data Governance Compliance 
under the NDPR Regime



 Publication of Data Protection Policy

 Appointment of a DPO

 Appointment of a DPCO for conduct of Data Protection of Audit

 Conduct of Data Protection Audit and filing of Report by 15
th

March every year

 Availability of Documentation evidencing Data Protection Compliance 

Compliance Requirements under the NDPR
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 Data governance addresses ownership and access to data by specified persons within an organisation.

 Data governance is concerned with the compliance of data with privacy laws or other regulatory requirements and the 

security requirements for any given data.

 Data governance framework determines the life cycle of data within an organization as well as data retention and 

deletion policies of the company.

 Good data governance ensures the effective and efficient use of data assets. This enables organizations achieve their 

key performance indicators (KPIs) by defining data workflows and people processes that provide the data quality and 

data security needed across the enterprise. 

 Data governance outlines persons who may act on data, in which situations, and using what methods. Consistent, 

standard processes and responsibilities are critical for ensuring stakeholder buy-in for your data governance policies.

Why Data Governance is essential to NDPR Compliance 



 Data governance is about people, 

process, and technology. All three 

factors must be considered in 

planning and executing data 

strategy. Each component should 

build on one another to create a 

well-rounded data governance 

strategy.

Focus on the components

 As with most organisational 

policies, executive buy-in is 

required to implement a data 

governance strategy. Beyond this, 

it is important to inspire 

stakeholders to take action to 

ensure that the governance plan is 

thoroughly adopted across the 

organisation..

Get business stakeholders on 

board

 Data governance practices are 

more successful when roles, 

responsibilities, and ownership 

structure are clearly defined. 

Defining the data governance 

roles of team members across an 

organisation creates the 

framework for an effective 

governance plan.

Define data governance team 

roles

Data Governance Best Practices



 It is critical to measure progress 

and display the success of a data 

governance program. 

Organisations must invest in 

defining success metrics before 

introducing data polices. Progress 

can therefore be tracked using 

original success metrics and 

reviews can be conducted 

regularly. 

Use metrics to measure 

progress

 Consistent and effective 

communication helps show the 

impact of the strategy—from 

highlighting successes to 

reorganizing after setbacks. An 

executive team member, such as the 

Data Protection Officer (DPO), can 

serve as the communications leader 

of the data governance program. 

This leader functions as the central 

contact for the status of governance 

practices across the organisation. 

Encourage frequent 

communication

 A data governance strategy isn’t a 

one-time project but should be 

cultivated as part of the 

organisation’s culture. It must be 

treated as an ongoing practice an 

introduced as a regular policy. 

Data governance must become 

part of the everyday life of every 

organisation.

Data governance is a practice 

not a project

Data Governance Best Practices



 be more transparent with how data is used;

 be more transparent in collecting and gathering consent for data processing;

 develop tools that can capture consent in real time and deliver privacy notices in a way that is both fast and does not hinder the

user experience;

 encrypt data collected;

 develop tools that allow users to select their specific preferences on IoT;

 develop automated tools for data mapping as data collection in 5G era will be massive;

 employ privacy experts to limit risks;

Steps to be Taken by Organisations 



 pseudonymise data collected and stored;

 introduce risk sharing model with operators and service providers;

 automation of data subject access request procedure and response to complaints of data subjects;

 ensure regular training of staff;

 before the introduction of any 5G enabled device the conduct a DPIA;

 keep tracks with changes in laws and rules that are applicable to them or their data processors; and

 design into its operations data privacy and develop in-house clouds for sensitive personal data

Steps to be Taken by Organisations 



DATE PROTECTION SCENARIO 

Emmasco works in the customer care department of AA Bank Plc. The bank has made attempts to launch several products,

however, few weeks to the product launch, their major competitor, BB Bank Plc will launch a similar product and ultimately gain

the first mover advantage.

The management of AA Bank Plc is worried about the loyalty of its employees and has decided to take pro-active steps. They

contacted the Strategy Team comprising representatives of IT Department, Legal Department, Compliance Department, Internal

Control Department and Operations Department. The Strategy Team recommend to the management that as a result of the

business losses they have suffered, there was sufficient grounds for them AA Bank Plc to implement covert monitoring of

employees, including their company issued devices, social media handles and personal telephones.

Based on this effort, the company discovered that Emmasco has been involved in corporate espionage for BB Bank Plc. During

preparation for his disciplinary hearing, the Head of Human Resources discovered that Emmanso had been suspended 4 years

ago for participating in office gossip and for disclosing official information to persons in a sister company of AA Bank Plc.

A heated debate arose during the disciplinary hearing as to the right sanction to apply on Emmasco in view of the voice

recording, screenshots and data from his official mobile phone and computers that were obtained.



Data Governance and Risk 
Management in an NDPR 
Compliant Institution



Documentation measures and controls are an important part of an organisations compliance process.

An Organisation may have all the documentation procedures and documents required and still not be compliant

It is important to instil an ethos of compliance throughout the organisation:

• ensuring that staff are aware of the changes and their obligations; 

• ensure documents objectives and responsibilities are disseminated and understood;

• create reporting lines and clear support systems for your employees and ensure regular training; and

• support sessions so that requirements can be discussed, and any gaps identified.

Documentation for Data Protection Compliance



Data Protection & 

Privacy Policy

01

Data Protection 

Impact 

Assessment (DPIA) 

Policy 

02

Data Subject Access 

Request Policy and Subject 

Access Request Form

03

Privacy Notice & 

Cookies Policy

05

Document 

Retention Policy 

06

Records of Processing 

Activities (ROPA) 

07

Data Breach 

Management 

Procedure 

04

Record of Consent 

from Data Subjects

08

Documentation for Data Protection Compliance



01

02

Designation/Appointment of an individual as a Data 

Protection Officer.  

Appointment of a Data Protection Compliance Organization (DPCO) to 

provide data protection audit, training and compliance services to the 

Institution 

Data Protection Compliance Team

03 Appointment of Data Protection & Privacy Champions within 

the units of the organisation



Risk of data and privacy breach – unauthorized 

access to data in your possession

Reputational risk – perception that you have 

poor privacy practices and systems

Statutory audit and fines – Up to 2% of Gross 

Annual Revenue for the preceding year; 

Criminal Prosecution – NITDA Act, other laws

Limitation of business opportunities – loss of 

clients, inability to compete for opportunities

DANGER

CAUTION

WARNING

2000 –Yahoo valued at $125bn

2014 – Yahoo data breach (1bn 

users affected)

2019 – Verizon purchased Yahoo 

for $4.48bn

2018 - $35bn fine settlement

Risks of Non Compliance



Zenith Bank:

The Claimant sued the bank for unsolicited emails since she did not 

maintain an account with the bank. The Courts agreed with the Claimant 

that the unabated, unsolicited emails were a violation of her right to privacy 

and the bank had a duty to regularly update its customer’s information in 

line with the principle of accuracy which it did not. 

Penalty:

N500,000 (Awarded 

by the Court)

Following a 16-month long investigation by NITDA, the Company was fined 

for personal data breaches. Data attributed to the company’s database was 

found on the dark web

Penalty:

N5 million

Penalties for Breach and Non Compliance



Solution to Data Governance and 
Management Issues



Lack of Management 

SupportLimited Funding for 

Data Governance 

Implementation

Lack of Awareness on Data 

Issues by Management and 

Staff

Third Party Control

 Data Storage controlled by third 

parties without carrying out a data 

protection due diligence.

 No data inventory to know where 

and how all relevant data is stored 

and organized

Poor Data Practices

 Lack of understanding of the value of Data 

Governance to the business

 Delay in approval and Implementation of 

relevant Data Protection Policies
 No budget for data governance

 Erroneous inclusion of budget for 

data governance in budget for 

Information Technology

 Misconceptions that data issues are IT issues only

 No directions on steps to take in the event of a data 

breach

 Poor Data Minimization practices

 Poor data retention and storage 

practices etc.

Some Data Governance & Management Issues



 Swift Implementation of Data 

Protection and IT Polices by 

management.

 Data Protection & Privacy Policy

 Data Retention Policy

 Data Subject Access Request 

Policy

 Data Protection Impact 

Assessment Policy

Implementation of relevant 

Data Privacy Policies

 Regular trainings on Data 

Protection and IT awareness

 Posters, Banners and Screen 

locks that create awareness

Increased awareness creation 

on the importance of data 

protection policies

 Consultants are able to identify 

gaps and make recommendations

 Compliance with NDPR 

requirement for companies that 

process the data of more than 

1,000 data subjects to file audit 

report

Data Protection Audit

Solutions to Data Governance & Management Issues
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