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FOR A START
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The illiterate of the 21st century will notThe illiterate of the 21st century will not
be those who cannot read and write, but
those who cannot learn, unlearn, and
relearn”

~ Alvin Toffler



SESSION OBJECTIVES

By the end of  this module, participants will be able to:

 Understand the concept of  sustainability

 Understand the nature of  risk and types of  risk

 Understand risk management frameworks

 Explain Environmental and Social sustainability Explain Environmental and Social sustainability

 Identify emerging risks in current business terrain.
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SUSTAINABILITY

 Sustainability is an approach to creating value
that sustains or enhances the systems and
resources upon which that value depends

 Sustainability is a business approach that
seeks to build long-run competitiveness
without unduly compromising short-term
profitability and cash flows

Sustainability is the ability to
exist and develop.
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SUSTAINABILITY- INDICATORS

Good return on capital Minimal employee turnoverIncreased operational
efficiency and optimal cost
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Enhanced brand and
competitive advantage

Sufficient Financial and
investment opportunities

Effective risk Management
and Compliance



RISK
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WHAT IS RISK?

Risk is the potential that an event,
action or inaction will threaten an
organisation’s ability to achieve its

The possibility that events will
occur and affect the
achievement of strategy and
business objectives
• Event: An occurrence or set of organisation’s ability to achieve its

objectives.

Downside impact of risk? An
occurrence that may HINDER the achievement of objectives.

Upside impact of risk? An occurrence
that may ENHANCE in the achievement of objectives

occurrences.

•Uncertainty: The state of not
knowing how or if potential events
may manifest

•Severity: A measurement of
considerations such as the likelihood
and impact of events or the time it
takes to recover from events. 8



RISK APPETITE

Risk appetite is the level of risk
that an organization is willing to
accept while pursuing its
objectives, and before any action
is determined to be necessary in
order to reduce the risk
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order to reduce the risk

Amount and type of risk that an
organization is willing to pursue
or retain.” . ISO Guide 73:2009 Risk
Management – Vocabulary



RISK APPETITE FRAMEWORK

 Protecting and creating value for the business; Risk appetite describes risk with
quantitative measures and facilitates the analysis of the risk/return tradeoffs. This helps senior
management make informed decisions to maximize risk-adjusted return for the shareholder.

 Ensuring the consistency between risk appetite and risk limits. Stakeholders are
concerned about whether appetite is properly aligned with risk limits being set for business
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concerned about whether appetite is properly aligned with risk limits being set for business
operations. Financial crisis clearly proved that some companies failed to do so. Lots of
government bail outs and large scale capital raising from the market took place to keep
companies solvent. These actions imply that the risk taken exceeded risk appetite for some
companies.

 Integrating into business strategy and overall corporate culture. Risk appetite acts as a
guideline for risk taking activities. Keeping risk appetite in mind for business decisions and
operations facilitates risk identification and monitoring



RISK PERSPECTIVES 

Risk Perspectives' explores how
some of the leading risk
management are responding to the
key issues facing their businesses
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key issues facing their businesses
and their profession.



RISK CULTURE

 Risk culture is a broad concept that refers to implicit and explicit contracts governing the risk
behavior within an organization. It is how people's underlying assumptions concretize in
norms, values and artifacts . Assumptions are based on what is considered to be the right way
of perceiving, thinking, feeling and acting. Not all the assumptions are relevant for the risk
culture, but only those that affect "the way in which [persons] identify, understand, discuss, and
act on the risks“
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act on the risks“

 Financial institutions' risk culture is related to "risk awareness, risk taking and risk management
and controls that shape decisions on risks during the day-to-day activities and have an impact
on the risks they assume" (Basel Committee for Banking Supervisions,).



ATTRIBUTE OF SOUND RISK CULTURE

Tone from the top
Accountability
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Accountability
Effective Communication
Incentives



CATEGORIES OF  RISK?

 Reputational

Competition
 Compliance

Operational

BUSINESS RISKS INTERNAL RISKS GOVERNANCE RISK

 Structure
 Competition

 Environmental

 Financial

 Liquidity

 Operational

 Finance
 Process

 Information

 People & 
Culture



EMERGING CONTEMPORARY   RISKS 

 CYBERSECURITY: The growing sophistication and variety of cyber attacks
continue to wreak havoc on organizations’ brands and reputations, often
resulting in disastrous financial impacts. This risk examines whether
organizations are sufficiently prepared to manage cyber threats that could cause

15

organizations are sufficiently prepared to manage cyber threats that could cause
disruption and reputational harm. – Phishing,Vishing, smishing etc.

 DATA PROTECTION: Beyond regulatory compliance, data privacy concerns
are growing as investors and the general public demand greater control and
increased security over personal data. This risk examines how organizations
protect sensitive data in their care.



EMERGING CONTEMPORARY   RISKS 

 TALENT MANAGEMENT: Historically low unemployment, a growing gig
economy, and the continuing impact of digitalization are redefining how work
gets done. This risk examines challenges organizations face in identifying,
acquiring, and retaining the right talent to achieve their objectives.
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acquiring, and retaining the right talent to achieve their objectives.

 THIRD PARTY: Increasing reliance on third parties for services, especially
around IT, demands greater oversight and improved processes. This risk
examines organizations’ abilities to select and monitor third-party contracts.



EMERGING CONTEMPORARY   RISKS 

 BUSINESS CONTINUITY/CRISIS RESPONSE: Organizations face
significant existential challenges, from cyber breaches and natural disasters to
reputational scandals and succession planning. This risk examines organizations’
abilities to prepare, react, respond, and recover.
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abilities to prepare, react, respond, and recover.

 DATA AND NEW TECHNOLOGY: Organizations face significant disruption
driven by the accelerating pace of technology and the growing ease of mass data
collection. Consider traditional versus born-digital business models. This risk
examines organizations’ abilities to leverage data and new technology to thrive in
the fourth industrial revolution.



EMERGING CONTEMPORARY   RISKS 

 CULTURE: “The way things get done around here” has been at the core of a
number of corporate scandals. This risk examines whether organizations
understand, monitor, and manage the tone, incentives, and actions that drive
behavior.
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behavior.

 BOARD INFORMATION: As investors, and the public demand stronger board
oversight, boards place greater reliance on the information they are provided for
decision-making. This risk examines whether boards are receiving complete,
timely, transparent, accurate, and relevant information.



RISK MANAGEMENT

Cadbury Code defines risk
management as the process
by which executive
management under board
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management under board
supervision, identifies risk
from business and
establishes the priorities for
control and particular
objectives.



RESPONSIBILITY FOR RISK MANAGEMENT

The board of an organization has overriding responsibility to
ensure that there is in place a framework for identifying,
accessing and managing the risk that the organization may face.

While the board is responsible for approving strategy and theWhile the board is responsible for approving strategy and the
risk management approach, management is responsible for the
implementation of the board’s decisions.

Together both the board and management play critical roles in
the risk management of the organization.
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RISK MANAGEMENT FRAMEWORK

Risks are interrelated and need to be managed
comprehensively and holistically
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RISK MANAGEMENT FRAMEWORKS

1. COSO
2. ISO2. ISO
3. COBIT
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ENTERPRISE RISK MANAGEMENT

Enterprise risk management is a process, effected by the entity’s board of directors,
management, and other personnel, applied in strategy setting and across the enterprise,
designed to identify potential events that may affect the entity, and manage risk to be within the
risk appetite, to provide reasonable assurance regarding the achievement of objectives
COSO’s Enterprise Risk Management – Integrated Framework (2004)
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While ERM is not a panacea for all the turmoil experienced in the markets in recent years,
robust engagement by the board in enterprise risk oversight strengthens an organization’s
resilience to significant risk exposures. ERM can help provide a path of greater awareness of
the risks the organization faces and their inter-related nature, more proactive management of
those risks, and more transparent decision making around risk/reward trade-offs, which can
contribute toward greater likelihood of the achievement of objectives.



ENTERPRISE RISK MANAGEMENT

24



BEST PRACTICES  IN ERM

Risk Transparency 
and Insight

Risk Appetite and Risk Culture
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Risk Appetite and 
Strategy

Risk related 
Business processes 

and decisions

Risk Organization  
and Governance

Risk Culture



BEST PRACTICES IN ERM

 RISK TRANSPARENCY AND INSIGHT

• Ensure adequate risk impact estimation

• Ensure coherence and calibration  across businesses

• Look  beyond likelihood and impact

• Have insight into high priority risks

• Cascade risk reports to all level

 RISK APPETITE AND STRATEGY
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 RISK APPETITE AND STRATEGY

• Get clear definition of risk appetite with matching operational levers

• Formulate strategies informed by risk insights

 RISK RELATED BUSINESS PROCESSES AND DECISIONS

• Ensure managerial decisions by embedding risk in processes

• Establish strong links between ERM function and Business units and other functions   

 RISK ORGANISATION AND GOVERNANCE

• Adopt organizational models tailored to business requirements

• Ensure adequate resource levels to manage risk

 RISK CULTURE

• Get clear understanding of culture gaps

• Align Culture with strategy



BENEFITS OF  ERM

 Increases the possibilities of  achieving objectives (less variability in results) 

 Proactive Identification and management of  risks entity-wide 

 Improves Governance process 

 Increase positive outcomes and advantage 
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 Increase positive outcomes and advantage 

 Improves stakeholder confidence and trust

 Establishes a reliable basis for decision making and planning (i.e. no surprise elements) 

 Improves operational effectiveness and efficiency 

 Improves resource deployment 

 Enhances organizational poise and  resilience



ERM PROCESS

 Environment – internal and external
 Objective setting
 Event identification
 Risk assessment Risk assessment
 Risk response
 Control activities
 Information and communication
 Monitoring
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RISK MANAGEMENT

ELEMENTS OF AN EFFECTIVE RISK MANAGEMENT SYSTEM/FRAMEWORK – (COSO)
Component Description

Internal Environment There must be a culture within the company that recognizes the importance of risk management and also ethical
behavior

Objective Setting There must be a process for setting objectives for the company that are Consistent with the organization’s aims and the
board’s risk appetite.

Risk Identification There must be processes for identifying potential threats and opportunities in the business environment (strategic
risks) and within the company’s operating processes

Risk Assessment There must be processes for assessing the significance of each risk, and prioritizing them for management action. The
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Risk Assessment There must be processes for assessing the significance of each risk, and prioritizing them for management action. The
significance of risks may be assessed according to their potential severity and also the probability that a ‘risk event’ will
happen

Risk response For strategic risk, there should be a process for deciding how to respond to each risk and ‘manage’ the risk.
Control Activities For operational risks, financial reporting risks and compliance risks, suitable Internal controls should be designed and

implemented.
Information and communication Relevant information relating to risks and controls should be identified, captured and communicated to the people who

need it.

Monitoring There should be regular monitoring of the effectiveness of risk management and the internal control system. At
management level, systems should be established to monitor risks and controls. There should be a system for
identifying situations that are getting out of control or where significant events have developed or are developing. At
board level, the board should carry out regular reviews of the effectiveness of the risk management system. The UK
Code states that reviews should take place at least annually.



ERM PROCESS

 IDENTIFICATION
• Mind Mapping
• Process Mapping
• Stress Testing• Stress Testing
• Strategic Documents- Business impact studies, expert reports, Market

research reports, questionnaires,
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RISK REGISTER

A risk register is a document used as a tool to identify
potential setbacks within a project. aims to collectively
identify, analyze, and solve risks before they become
problems. It tracks potential risks specifically and also
includes information about the priority of the risk and the
problems. It tracks potential risks specifically and also
includes information about the priority of the risk and the
likelihood of it happening. Also called a risk log.
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USES OF RISK REGISTER

A company might use risk registers for:
• recording risks that have been identified;
• actions taken to investigate the risk;
• the outcome of  the investigation and assessment of  the risks;
• identifying the person with management responsibility for the risk;• identifying the person with management responsibility for the risk;
• recording measures that have been taken to deal with the risks;
• recording the effects of  control measures, to assess whether control is effective or 

whether new measures are required; and
• Recording regular reviews of  the risk, to determine whether it is becoming more 

significant or less significant.
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STRESS TESTING

STRESS TESTING- TORTURE TESTING
This is used to assess a company’s ability to withstand extreme shocks or
unexpected events in the business environment. This is done by taking normal
business planning or forecasting model used by the company, and altering a key
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variance to see what the outcome would have been in such situation.

Stress testing is a form of deliberately intense or thorough testing used to
determine the stability of a given system, critical infrastructure or entity. It involves
testing beyond normal operational capacity, often to a breaking point, in order to
observe the results.



ERM PROCESS

 ASSESSMENT
• Hazard Spotting
• Hazard Characterization
• Exposure Assessment• Exposure Assessment
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EVALUATING THE EFFECTIVENESS OF THE RISK 
MANAGEMENT PROCESS

The board has responsibility for evaluating the effectiveness of the
risk management system and the risk responses

 Regularly (at least quarterly) the board should receive the risk
register with management’s assessment of the effectiveness
of the risk management process

 Annually they should evaluate the effectiveness of the risk
management process
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REPORTING TO STAKEHOLDERS

 Growing requirement by regulators to report on risk management

externally

 Demand from stakeholders on specific risk e.g. environmental

 Response to corporate governance crisis

 Report in Annual Report & Accounts and other ad hoc disclosures
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RISK MANAGEMENT FRAMEWORKS - ISO

The objective for ISO 31000 is to provide a set of  internationally recognized principles and 
guidance on the practice of  risk-management in organizations. These principles and guidance 
may be used to help improve the design and implementation of  a risk-management framework 
within an organisation

The 2018 update of  the standard is more concise that the 2009 original. This is because a series 
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The 2018 update of  the standard is more concise that the 2009 original. This is because a series 
of  additional guidance documents are expected. Each will add further detail on the high-level 
content within the main ISO 31000 document. The 2018 document is centered on three main 
topic areas: 
1. Principles for risk-management 
2. Core elements of  an effective risk-management framework 
3. The risk-management process.



RISK MANAGEMENT FRAMEWORKS - COBIT

The COBIT framework for IT governance
The guideline Control Objectives for Information and Related Technologies (COBIT), published by the

Information Systems Audit and Control Association (ISACA), provides a good-practice framework for the
control of IT-related risks. COBIT is currently in its sixth iteration (COBIT 2019)

The COBIT framework is business-oriented and links IT goals to business goals, providing example metrics andThe COBIT framework is business-oriented and links IT goals to business goals, providing example metrics and
benchmark maturity models to help an organisation assess and enhance the effectiveness of its IT risk-
management activities. The COBIT framework incorporates the following elements:

• core governance principles;

• generic process descriptions for the governance of IT risks;

• control objectives;

• management guidelines;

• process maturity models.
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SOCIAL ENGINEERING

PHISHING VISHING

SPEAR PHISHING SMISHING
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SUSTAINABILITY

“Sustainable development is that which meets the
needs of the present without compromising the
ability of future generations to meet their own
needs.”needs.”

UN Bruntland Commission

40



SUSTAINABILITY
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SUSTAINABILITY
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ENVIROMENTAL SUSTAINABILITY

 This is the preservation of both
human and material resources in
the pursuit of development.

 It is therefore important for
individuals and corporate
organizations to engage in socio-
economic activities which are
compatible with the needs of
man and the environment.
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ENVIROMENTAL SUSTAINABILITY

It entails Preventing environmental degradation which
leads to declining standards of living, the extinctions of
large numbers of species, health problems in the human
population, conflicts, sometimes violent, betweenpopulation, conflicts, sometimes violent, between
groups fighting for a dwindling resource, water
scarcity etc.
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SOCIAL SUSTAINABILITY
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SOCIAL SUSTAINABILITY

 Social sustainability occurs when the formal and informal processes; systems;
structures; and relationships actively support the capacity of current and future
generations to create healthy and livable communities. Socially sustainable
communities are equitable, diverse, connected and democratic and provide a
good quality of life.good quality of life.

 Social sustainability is a process for creating sustainable successful places that
promote wellbeing, by understanding what people need from the places they live
and work.
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BUSINESS CONTINUITY PLANS

These are contingency plans to be implemented in the event
of a disaster that puts normal operational systems out of
action, to restore operational activities capability as quickly as
possible. The intention is to establish what should be done inpossible. The intention is to establish what should be done in
the event that an extreme disaster that threatens the ability of
the company to maintain its operations. Examples are natural
disasters such as major floods or storm damage, major fire
incidents, major terrorist attacks etc.
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BUSINESS CONTINUITY PLANNING 
AND SCOPE

 Financial
 Manufactured
 Human 
 Intellectual Intellectual
 Natural
 Social
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BENEFITS OF BUSINESS CONTINUITY 
PLANNING

 Establishes trust
 Builds reputation
 Decreases expenses
 Increases opportunities Increases opportunities
 Increases operational efficiency
 Ensures preparedness for business 

disruption or disaster
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QUESTIONS & ANSWERS
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